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 … the tale and the vision for a Data Transparency Lab 





Checking from SPAIN: 
 
-- Hotel I*******k  
-- on H****s.com 
 
… was quoted 150e / night 

Checking from Sweden: 
 
-- at the same time 
-- for the same hotel  
-- on the same web site 
-- for the same days 
-- and the same room 
 
… was quoted 120e / night 



Could it be Price Discrimination (PD)? 

•  Situation where two consumers 
are charged differently for the 
same product 

 
•  Based on how much are they 

willing to pay (reservation price) 



Fixed prices is a “recent” thing 



Could E-commerce backfire for customers?  



Could E-commerce backfire for customers?  



Would e-retailers do such a thing? 

Article 20.2 of the European Union 
Directive 2006/123/EC on Services in the Internal Market (the “Services Directive”) prohibits discrimination  
based on grounds of the nationality or place of residence of service recipients 



e-commerce dwarfs online advertising 

e-commerce privacy 

•  e-commerce market in 2012 > $1,000,000,000,000 

•  10 x larger than online advertising ($100bn) 

privacy erosion! 



Jakub Mikians 
UPC (now Amazon) 





Which retailers? 



Which products? 



Which countries? 



More complex policies seem to exist 



What types of pricing policies do we see? 
[MULTIPLICATIVE]  



What types of pricing policies do we see? 
[MULTIPLICATIVE with an ADDITIVE TERM]  



Ok location seems to play a role 



Do we have price discrimination based on personal information? 

Yes No 

Who cares … Need to do more work 
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Detection of personalized PD  

Collect some info 

Do P2P checks 



LET’S STEP BACK A BIT 
Ok enough with online price discrimination 



Network neutrality àTransparencyà Data transparency 

•  Who is tracking me? 
•  How am I being tracked? 
•  How is the collected information being used? 

o  Advertising 
o  PD 
o  Profile trading … 



-------->  This is TOO BIG of a problem for me to handle <-------- 
(no matter how many brilliant PhD students, postdocs, interns I am given)  



Birth of                             the Data Transparency Lab 



What is DTL? 

-- understanding privacy leakage on the web 
 
-- figuring out who is tracking us and how 
 
-- empowering end users to “track the trackers” 

According to our web-site:  

What we really meant:  



Members 

Partners strongly interested in joining DTL: 



Making the web economy sustainable 

Online advertising 
E-commerce / recommendation 
Personalized analytics 



Newspapers and TV used to be king 





Tech or Greed behind the fall? 



Can the web (economy) be dethroned? 



PRIVACY seems to be the #1 threat for the web 

What we search – The sites we visit – Who we befriend – What we buy … everything is tracked 
 



Where is your red thin line?  

OK 
NOT OK 



Online tracking goes beyond advertising 





Trackers are analyzing  
our web trace for signs of  
 



Horror stories keep piling up 
 



We identified user typologies with different 
attitudes towards data

HIGH USER BENEFIT

LOW USER BENEFIT	
  

HIGH 
AWARENESS	
  

LOW  
AWARENESS	
  

Skep- 
ticals

Prag- 
matics

Guar- 
dians

Laissez- 
Faires

Inno- 
cents



and this will harm (kill?) the web economy 

Users are reacting 



An impeding web “Tragedy of the 
commons” 

Internet company in  
Web Economy … crossing red lines 

The “commons”: consumer trust on the web and it’s business models 

Garrett Hardin, 1968 



No trust – No grass to graze – No Free services – No innovation 

No traffic to carry 
 
No jobs 
 
No growth  
 
No No No No … 



IS THERE SOMETHING WE CAN DO? 
Are we going back to newspapers, or 





The Data Transparency Lab 
• MISSION: Save the web from a privacy Tragedy of the 

Commons 

• APPROACH: Establish transparency to what happens to 
our digital trace 

• HOW:  
1.  By developing easy to use tools 
2.  By releasing datasets 
3.  By supporting research in the area 

§  Grants 
§  Infrastructure 
§  Shaping a research agenda 
§  Sharing results 





Tool curation program … coming 



Thank you! 
Let’s make the web economy sustainable! 

I         DTL 
I hate Tragedy 



To probe further 

•  $heriff extension available at http://sheriff.dynu.com/views/home 

•  DTL at http://www.datatransparencylab.org/ 

•  Publications 

o  J. Mikians, L. Gyarmati, V. Erramilli, N. Laoutaris, “Crowd-assisted Search for Price Discrimination in E-

Commerce: First results,”  ACM CoNEXT.13. [full version] 

o  J. Mikians, L. Gyarmati, V. Erramilli, N. Laoutaris, “Detecting price and search discrimination on the 

Internet,” in Proc. of ACM HotNets'12. [pdf] 

•  Blog 

o  Cows, privacy, and tragedy of the commons on the web  

http://www.thedigitalpost.eu/2015/channel-data/cows-privacy-tragedy-commons-web 

 

 

 




